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,Mofe'thaﬁ 600 million’ '

records have been
breached since 200_5.
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StaffWriters

While the public has lately
focused attention on a fugitive
hacker and the government
mass-surveillance programs he
helped uncover, data breach-
es in recent years have exposed

Jundreds of millions of records|
containing persdnal informa- ‘
tion of the type often used by’
criminals seeking profit. ’

. And experts say the data- |
breach problem is getting

. WOFse as an increasing
amount of informationis
stored electrgnically, some
of it living on a proliferating -
mumber of mobile devices |
like laptops and thumb drives|

that are targeted by ever-more-
pervasive malware and easily '
lost or stolen. ,
 Nobody has a precise count,
but more than 600 million
private records have been
breached in nearly 3,800 inci-
dents since 2005, according to
a database of reported breach-
es maintéined by the nonprofit

Privacy Rights Clearinghouse of

San Diego. .

The stolen o lost records of-
ten contain personal identifi-
ers like Social Security num-
bers that can be used for iden-
tity theft and private details
like medical claims, Attacks by
hackers and malware, loss and -
theft of obile devices and im-
proper disposal of paper re-
cords are some of the Ways re-
cords-are breached. -

‘It happens a lot,” said Da-
vid Salisbury, associate profes-
sor of information systems at .
the University of Dayton Schod!
of Business. “You can read the
news and see the straight-up
breaches are getting worse and
worse and worse,”
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A Hamilton JournalNews
analysis of the Privacy Rights .
Clearinghouse database shows

P that Ohio-based entities, most-

Iy companies, have suffered 142

breaches of at least 6 million re-
cords collectéd on individuals. |
Each breach involved af le_ast.l_O,\
records. Hacking and malware |
were the cause of almost 60 -
percent of them, with abouta
quarter stemming fromloss or |
theft of portable devices. _

" Nationally, businesses dom-
inated the types of organiza-
tions that.experienced data
loss, led by banks and insur-
ance companies, which had 256,
million breached records, 42 |
percent of the total. Not all of
the breaches resulted in actual
identity theft, but the breaches |
are putting more people at risk
of having their identities stolen -
for criminal purposes;

" Around the state, a number
.of breaches have topped 1 mil-
Jh'on or more records. This past
October, a portion of the con-
Jputernetwork used by Na-
tionwide and Allied insurance

agents was breached by cy- .
ber criminals, totaling 1 mil-
lion records. Approximately 1.4
million records in DSW Shoe
Warehouse’s possession were
hacked in 2005 when cred-
it card information from cus-
tomers in 25 states was com-
promised. Aud in June 2007, a
backup computer storage de- .
vice containing personal infor- |

' mation of every state warker

i was stolen out of a intern’s car,
exposing 1million records.

Twenty-three of Ohio’s

breaches, involving 938,000

" records, involve companies,

- schools and governinent agen- -
cies headquartered in the Miami -

Valley. Among the loeal cases:

"®in separate in¢idents over a

- period of four years, a criminal

gang tied to the Mafia, a Nige-
rian scam artist and a group of |
yourntg hackers broke into com- -
puter systems owned by Lex-
isNexis of Miami Twp., steal-
ing the personal information

-of personal information on

- claims of 396,000 people.

| your system can be very devas-

“ber of Thomas Fiore, an associ- ! to the Port Orange, Fla., police

| Compuier systent. “McKeage uti--

‘len consumer goods, Kleiir’s
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0f 363,000 people. In the larg-
est of the incidents, five men
between'the ages of 19 and 24
bredched a Florida police de-
partment’s computer system
in a plot that led to the theft

310,000 people. Armong their
reported targets were celebri-
ties including Paris Hiltor ane
Artnold-Schwarzenegger,

" BThieves broke into'an of- -
fice building of'an Aetna vendor
in Dayton and stole comput-
er backup files containing per-
sonal identifiers and medical

Officials of Miami Universi-
ty accidentally posted a report
colitaining nearly 22,000 stu-
dents’ grades and Social Securi-
ty numbers online, where it re-
mained undetecied by the uni-
versity for three years. '

@A laptop belonging to a
state auditor was stolen from .

the official’s car while it was ga- |
| raged ar home, exposing the So-

cial Security numbers of almost
2,000 Springfield City Schools
employees.

“Somebody breaking into

tating,” said Junjie Zhang, an !
assistant professor of computer
science at Wrighi State Univer-
sity. “At the same time, the IT |
industry is working very hard |

-to protect data privacy. It's sort | -

of a war between the good guys |
and the bad guys.” o
Wise guys’

Lee Klein’s wife told him not |
to get mixed up with the Mafia, |
but he took the advice of a wise |
guy instead of a wise woman,

« Klein, 43, of Boynton'Beach,
Fla., became a “crew” mem-

ate of the Bonanno organized
crime family, federal court re-
cords show. In a criminal en-
terprise that inchuded creating

| -and cashing counterfeis checks,

drug dealing and the sale of sio-

niche was to illicitly access a
LexisNexis computer system, -
pilfering personal information :

to help the mob identity police
informants and find peaple to
target for assault and extorfion.|

“I'met the wrong person at

the wrong time,” Klein was
quoted as saying in 2009 when }
he was sentencedto three years
in prison for racketeering after
the fedsbusted Fiore’s opera- |
tion. “I should have lstened to f

- my wife.” A
_ InJuly 2009, LexisNexis noti-
fied 13,329 peaple whose'infor- i
riation was compromised. Com-

 pany officials said Klein worked
for a client of LexisNexis subsid-
iary Seisint and misused his ac-

- cess to a computer system that

is used by companties, govérn-

mefit and law enforcement to

access personal information for

‘background checks. Sentenced
to three years for racketeering,
Klein was released from federal |
‘prison in January 2012, records %
show. Fiore remains in prison.
Klein’s thievery was just
one of three bizarre episodes
-that breached LexisNexis sys-
tems.The month Klein and Fio-
re were indicted, May 20009, the |
U.S. Postal Inspection Service

|
I
|
[

| warned more than 30,000 peo-

ple that thieves used a LexisNex-
-is system to access personalin- |
formation to obtain fraudulent
credit cards. CBS Newsrep ort-
ed it was the work of a Nigerian - |
scam artist. :

Thelargest of the LexisNex-
is breaches, imvelving 310,000
people, caine to'light in 2005, A
year later, federal authorities in- °
dicted five young men on charg- !
es of conspiracy and computer
fraud,

Afederal indictment charged
Timothy C. McKeage, then 21, of |
Woonsocket, R.I, of using a Tro-
jan Horse prograin to hack in-

lized this unauthorized accessto
fraudulently obtain usernames,
passwords and other informa-
tiont, which he subsequently |
used t0 create additional user-
names and passwords to access,
the (LexisNexis) Accurint data-
base,” according 6 the indict-
ment. .




The indictment identifies L
some of McKeage’s targets by ini-|
tials only, but the Washington
Post reported they included the
heiress Paris Hilton, then-Cali- .|
fornia Gov. Arnold Schwarzeneg-
ger and actors Laurence Fish- |

burne and Demi Moore. A juve-
nile friend of one of the co-con-
spirators admitted to hacking in-
.to Hiltor’s cell phone, obtain-
ing revealing photos. McKeage
pleaded guilty to conspiracy to
commit computer fraud and ag- |
gravated identity theft and spent!
eight months in federal prison. }

LexisNexis officials did not re-|
turn phone calls seelcmg COM~
ment.

It doesn’t necessarﬂy take a
compuiter geilius to be-a success-
ful hacker. In its 2013 annual re- |

" port on data breaches, Verizon
said 78 percent of cyber attacks
it studled had dlfﬁculty levels of
“low” or “very low.”

. “Very uniformly there’s a hi’gh !
perceiitage of these breaches "
“that could be prevented by reaily,
- easy fixes,” said Mark Eichorn, -
assistant director of the Fedeyal |
Trade Commission’s Division of
| Privacy and Identity Protection.
"“So therea’s room for improve- .
ment (in safeguardmg informa-
tlon) » . :

Old-fastiioned crime
Hacking is prevalent, but -
sometimes thieves get hold of
personal information theold-
fashioried way: through bur—
1 glary.
For example, aburglar broke
into the car of a state auditor’s

' rage, in 2007 andtook a lap-
top containing 1,950 person-
alrecords of past and presest .
Springfield City Schools em-
Pployees. :

On Oct. 26, 2006, thieves
broke into the Dayton offices of -
Concentra Preferred Systems
and stole a lockbox holding
396,279 medical claim records
of health insurance customers
of Aetua, Nationwide, Huma- -
na Medicare and Anthem Blue
Crosg Blue-Shield, Concentra of-
ficials said at the® time they were
" probably garden-variety crooks

instead of sophisticated iden-
tity thieves, because they also
stole cash and “pawnable Items
of value.”

Aetna spokesman Tim will-
eford said empioyees are re-
quired annually to complete
data security trammg andall

_member information must be
stored securely on approved

. spite this, sometimes mistakes

| nies ave conscientious about

- ance. “Wouldn't it be great if T

i licyear, astaff mmember at Mi-
! ami University-Middletown lost,
a device holding private infor-

_ mation, including Secial Securi-
.ty numbers, of 851 students en-.

rolled between July 2001 and
May 2006. Social Security num-
bers should't have been stored
on the device, said Joe Bazeley,
Miami’s Informatlon SECUI]EY of-
ficer.

| contpany equipment. Aetna -

vendors are required each year-,
to complete & comprehensive
security test designed to de-
termine if they have ihorough
enongh IT controls.

“Aetna takes data security
and the protection of person-.
al information very serfously,” |
Willeford said in a written state-|
ment. “We have a strong frack |

“record for protecting member -

“and provider information. De-

happen. When they do, we iake

prompt action and netify affect-

ed individuals as appropriate.”
Rxperis saynot all compa-

reporting breaches, and there -
is no central repos1t01y for re-
‘porting data breaches.

“There is a patchwork of
laws,” said Craig Spiezle, exee-
utive director and president of
the nonprofit Online Trust Alli-

could go to ‘databreach.gov’ (to .
report and learn about breach-
es)? That would be a great bene-
fit for-consumers. It would also

give us good aggregate data. Bui
today it doesn’t work that way.”

Unintentional exposures |
" Private information isg’t al- |

i ways breached by theft, Some-. ‘

times it’s inadvertently released
‘by the organization charged

f with safeguarding if.

In fall 2005, a Miami Un1
versity graduate was Googling
-her name wher she discovered’
that the university had post-
ed 21,762 student records, in--. |

employee, parked in a home ga- cludmg names, grades and S0-

<ial Security numbers, to a pub-
lic folder online. The mforma-
tion was publicly accessible for

| three years.

During the same academ-

- “When unintentional expo- |

sures happen, we usually don’t |
find ot until someone notices
itor reports it,” he said. Miami’s
situation isn’t unusual: 69 per- !
i centof the breaches in Verizon
+ study were detected by an ouf-
sider, not the keeper ofthe in-
. formation. |

. lous amounts of information on

As part of Miami’s efforis to
_control data, officials regular
ly scan university websites jn .
search of niné digits in a row or 1

with dashes; None of the search-

es has uncovered Social Security;
rmumbers; but they have found
student ID numbers, which Mi-
ami also treats as confidential.
Staff and faculty are expected
to follow university policies on
the hanidling of confidential da-
ta, Bazeley said, but training is
mandatory only for employees
who handle credit cards.

“It’s-a legal obligation, and at
its core, it’s just the right thing
to do,” Bazeley said. “When you
entrust information to an orga-
nization, the expectation is that
they will take very strong'steps
to protect that information.”

Nonetheless, Miami fias had a|
hatf-dozen small breaches inthe
last five years.

Bazeley said the profiteration.
of online services gives thieves
plenty of opportunity, but thai
too many individuals are care-
less with their personal informa-
tion), leaving themselves vulner-
able. “With the trend toward so-
cial media, people put ridicu-

theweb,” hesaid. . .
Consumers, however, have -
little protection against thefis
of data fromm'a third party, such
as a business or government of-
fice. The FTC’s Bichorn said
those-employers can better pro- |

' tect consumers by keeping com-

puter safeguards and employee

. training up to date, limiting the

amouit of information they col-
lect and periodically purging old
records that arer't needed. |
“ 16t of businesses, it’s
cheaper to keep the mformanon
into perpetuity” than to review
it, hesaid. =
UD’s Salisbury expects the
data landseape to contiimie to
evolve. \
“We'tein kmcl of a period of
time when (personal informa-
tion) is kind of easy to get at,”
he said. “Butit’s always been -
somewhat easy to get at if yow're,
imaginative enough. It'sare- - |
al threat. (But) at the end of the |
day, it’s all risk management: Do’
youunderstand therisks and do
you have a plan to deal with it if |
the'risks are realized?” "




Data breaches

These tables show the types of orgamzatlons that most often have been'

the target of data breaches since 2005 and the {ypes of, breaches thac
have occurred. : :

‘TVPES OF BREACHES WNATHGNW DE -

Hacklng ormalware - . 840 .  22.3% 1
| Portable devnce (Iost stolen or discanded) 959- 1?"1 544 533 25 5%‘ ‘
Insider {lntentlonai breach by someone 446 32,,458,9707 1t 9% -

with legitimate access) : I .
Unintended ¢ disclosuré - 652, 25151335 .. 17.3%]
Stationary device (Josx stolen 223 7,381,180 | 5,9%
ordiscarded) . o o .
Payment card fraud- - 5T 7202735 - 15% |
Physical loss ( lost, sto!en or ohscardec! 471 369,581 i2 5%
non-electronic records) - ) -

Unknown M4 2930762 _“-3_'(:3;3/@_,_] =

358"244 664 |

TVPES @F @@GANHZA’TH@NS BQEACHED NATI@NW#@EN -

2%,

0.5%

0.5% |

Businesses - financial . .503! 256,217,888 | 13.4% |
and msurance services ; C ; .
_ Busmesses - retail/merchant - 448 6152 224 7‘88 1] 9%‘_ 25 O%
'Government and mll[tary . 63:1’ : 148119 954 | 16 9% | - 24 4%
Healthcare - medical providers U 9200 2464340 - 2459 | Ao
Businesses - other 49 w0307, 7% |- 2.3%.
"Educatlona{ mstltutlons - 682 _' 10, 695 778 18.1%'1 L ,‘1'.89/_,’@:‘:
Nonprofit organizations 93¢ 1,970,736 2.5% 0.3%.
SOURCE: Privacy R ights Clearinghotise )
TOP 5. DATA IREACHES IN @HEO SHNCE 2005
DSW Shoe Watehouse R’etall Ventures v 1 4 mllhon :
Chio state workers _‘ : 1 mllhon“ .
Natnonwrde Mutual [nsurance Company I "J._mii'licin '

qnd Allied, !nsurancc )
Ohio State University

Concentra Pi efe rred Systems )

SOURCE: PRIVACY RIGHTS CLEARINGHOUSE |
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PROTECTING AGAINST
IDENTITY THEFT .
Nearly everyone is vulnerable
toldentity theft, and there s
little an Individual can doto
Brotect against third- party data
breaches. But there are steps you
can take tolimit your exposure.
‘Here aré some tips:

BEnsure all portable devices

~ have up-to-date seeurity

protections. -
EUse unique passwords
EExarcise caution| inclicking on

‘PopR-URS, advertisements and

linksinernail,

#Limit the arnount of personal
informationvou share.

@iMonitor credit card

statemenis and regularly review
credit histories. :
BAlertcreditcard compames i
and banls immedfately if you
suspect identity theft.




